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[lon1yymte KOHTPOMb HAL CBOEH MyTIbTHOOIAYHOI
CPELoA, 0becneynB ee npo3payHocTs,
ABTOMATU3ALNIO W COOTBETCTBUE TPEDOBAHNAM

CloudGuard

- Posture Management

Bonble Bcero ycnewHbix atak Ha 0bnayHble cepBMCbl CBA3aHO C ownbkamu B KOHGUIypaLmnsax n cnox-
HOCTAMW B ynpaBneHunn. CoBpeMeHHbIM opraHm3aumnsaM HeobxoAnMo ynpaBAaTbh MHOXECTBOM 0bay-
HbIX 1 NNaTGOPMEHHbIX CEPBMCOB, YTO CO3[aeT KOMMEKCHbIe MPObNeMbl U CIIOXHO KOHTPOJMPYEMbIe
pucku. MoakNoYaTCs 1 OTKNIYATCS ThICAYM BUPTYabHbIX CEPBEPOB, YXKECTOYATCSA perynmpyto-
Wne HopMbl, AMBEPCUDULNPYIOTCA CUCTEMHbIE MOAUTUKN — NO3TOMY afiMUHUCTpaTopaM TpebytoTcs
NPO3payHOCTb, KOHTPOJIb M @aBTOMaTMU3aLMA KOHTPOSA HaJ BCEMU 0b6NaYHbIMU aKTUBaMMK.

MHBECTI/IpyVITe B MOJIHOCTBIO MHTEITPMPOBAHHOE,
eanHoe peleHne

Pewerne Check Point CloudGuard, sxntoyatollee CpeCTBa 3alUMUTbl CeTel, NPUIOKEHWI 1 pabounx
Harpy3ok, ynpasJfeHns cocTosaHneM be3onacHoCTM U aHanm3a obnayHblx cpes, SBASeTCS OAHUM U3
NMOEepPOB pPblHKA TEXHONOMMIA 3aLWMThl 06NayHbIX akTMBOB 1 pabounx Harpy3ok. CloudGuard Posture
Management, 63308611 KOMNOHEHT 3TOr0O peLleHus, NpejHa3HayYeH A9 BMU3yann3aunmn v oLeHKH
COCTOAHMS 3alnThl NybAnYHbIX 0061aKoB, BbIABAEHMS OLIMDOOYHBIX KOHPUIYpaLWIA, aBTOMATM3aLmMK

v peann3aumnm ayywmx NoanTUK 1 NPaKTMK, 3aLUnTbl OT BHELIHWX aTaK U MHCaMAEepPCKMX Yrpo3.

w Posture Management Tenepb BkntoyaeT Cloud Intelligence Essentials!

Cloud Intelligence Essentials coueTaeT nyylwme metoamnkmn obHapy>KeH1s BpeAoHOCHOro Tpadumka,
BCTPOEHHbIE MpPaBMia U MexaHW3Mbl aHann3a yrpo3 Aas Co34aHns KOMMNIEKCHOW BU3yann3aumnm akTme-
HOCTW Ballelr y4eTHON 3anucu. BCTpoeHHbIN MCKYCCTBEHHbIN MHTENNEKT 1 anropuTMbl 0BHapykeHus
aHOManNui BbISBASIOT BO3MOXHbIE HECAHKLMOHNPOBAHHbIE MV BPeAOHOCHbIe LeNCTBUA B BallMx 0bnay-
HbIX Cpefax, BKatyaa beccepBepHble NpunoXkeHns. AGMUHUCTPATOPbI B peasbHOM BpeMeHW NoayyatoT
npeaynpexaeHns 0 HapyLWweHUn NOANTUK 1 0BHaPYXEHWUW BTOPXKEHMIA, FEHEpPUPYEMble Ha OCHOBE MOJIb-
30BaTeNbCKUX KPUTEPUEB.

e O6Hapy>KeHWe 1 NpenoTBpaLLEHUE B peasilbHOM BpeMeHU — Mbi cpaBHMBaEM NOJTyYeHHbIE LaHHble C LaHHbIMK
M3 BHELWHMX nCToYHMKoB. Hawwa TexHonormsa ThreatCloud npefoctaBageT AUHaMMYECKUIA aHaNW3 yrpo3 Co BCEro
MVpa B peasbHOM BpeMeHU, CBOEBPEMEHHO 3aLLMLLAs 0T HOBOrO BPeAOHOCHOMO MPOrpaMMHOro obecneyeHus.

e UcnpasneHue — TexHonorunsa CloudBot no3songeT agMmMHMCTpaTopaM aBToMaTUYeCKW pearMpoBaTs Ha tobble
TUMbl CETEBbIX MPeAyNpeXAeHNA, LaHHble KOHTPOJIbHbIX XKYPHAM0B U yrpo3bl, YToOLl YCTPaHATb ONacHble
oWwKrbkKn B KOHUTypaumax 1 obecneynsaTb cobnogeHne TpeboBaHmin.
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YnpaBnsauTe cOCTOSIHMEM 3aLLMThbl B MyNnbTUO6NAUYHBbIX cpepgax

OpraHusaumm MoryT nerko obecneymBaTth besonacHocTb U cobnogeHne TpeboBaHmii B cBOMX NybAMY-
Hbix 061auHbIX cpepax moboro macwTaba Ha Amazon Web Services (AWS], Microsoft Azure, Google
Cloud Platform (GCP) n Kubernetes. CloudGuard no3BoiuT Bam 3alMTUTb CBOIO CPEly MEHEE YeM

3a NS9Tb MUHYT, be3 HeobxoaMMOCTH ycTaHaBAMBATL NporpaMMHoe obecneyeHne MK yNpaBnaTb areH-
Tamu. [1pocTo 0AMH pa3 onpefennTe NONUTUKM ANF MHOXecTBa 0bnakoB — 1 cucTeMa byaeT ncnonb-
30BaTb ba3oBble 0bnayHble cpeAcTBa yNpaBAeHUs ANS peann3aumm NnoanTUKM B Kaxxaom obnake.

O6ecneybTe NPO3pavyHOCTb BCeW Bawe 061a4yHON UHOPACTPYKTYPbI

Mbl npefnaraem He NPoCTO pelleHne ANA MOHUTOPMHIA — HalW MOLLHble CpeAcTBa BU3yanm3saunm
CeTV 1 aKTUBOB, BKJIOYasA CETEBYIO TOMOJIOMMI0 1 MEXCeTeBble 3KPaHbl, MO3BONAOT OpraHn3aumnam
0bHapyxunBaTb Nobble yA3BMMOCTK, ONacHble pabouve Harpy3kn, OTKpbITbie NOPTbl U OWNOOYHbIE
KoHdUrypaunm B peanbHOM BpeMeHu!
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O6ecneunBaiite cobnogeHme TpeboBaHum

[Npepnaras camoe NonHoe ynpaBieHue cobnofeHnem TpeboBaHnin N KOHTEKCTHY0 0bnayHyto bes-
onacHocTb ansa bonee yem 70 obnaunHbix cepeucos, CloudGuard BknoyaeT bonble cpepn paspaboTku,
npoBepok, 3anpawmneaembix API-nHTepdeiicoB 1 roToBeix HabopoB Npasua AN BbiNoNHeHUd Tpebosa-
HUI N peanusaumm nyywmnx npakTnk! 3To MakcMManbHo ynpoLaeT NpoLecc ynpaBaeHns XNU3HEHHbIM
LMKIOM cooTBeTCTBUA TpeboBaHmnamM ang Takmx cTaHgapTos, kak PClI DSS, HIPAA, CIS BENCHMARKS,
NIST CSF/800-53 1 T.4., — 0T aBTOMATUYECKOr0 arpernpoBaHng 1 OLEeHKW aHHbIX 10 BHECEHWS
MCNpaBNeHNn 1 COCTaBIEHNS OTYETOB.

EbICTpO co3paBanTe cneymanbHble npasujia n orpaHu4eHus

BbicTpo co3paBaiTe cneymanbHble NpaBua C YHUKaNbHbIMY OFpaHUYeHUSaIMIN 1 MeToaMU ynpaBieHns
cpefcTeamu a3bika Governance Specification Language (GSL). Haw GSL Builder, npocToit v yao6HbIi
WHCTPYMEHT NS CO34aHMs NONUTUK NPOBEPKM COCTORHMA 0061akoB, 3KOHOMUT Balle BpeMs v He Tpe-
ByeT cneymduryecknx 3HaHKt MM NnporpamMmmpoBaHmsa! 3To obecneyrBaeT rnagkoe, aBToMaTnyeckoe
pa3BepTbiBaHWE A8 BCEX TUMOB S3bIKOB MPOrpaMMMpPOBaHMS, CHUXaeT afMUHNCTPaTHBHbIE PacXofbl
Y MOMOraeT yMeHbLIMTb KONMYecTBO ownbok.

O6ecneunBaiTe 3aLUTY OT B3JIOMA YUYETHbIX 3anucei U Kpaku aeHTUPUKALMOHHDbIX faHHbIX B 06n1ake

CloudGuard npepanaraet yny4lieHHy0 3aWMUTy U KOHTPOb 419 Nosib3oBaTenen u ponei IAM (ldentity
and Access Management, ynpasneHve ugeHtudukaymen n 4octyrnom), No3gonas agMMHUCTpaTopam
NerKko ynpaBnsaTb MHAWBUAYANbHBIMU pa3pelleHnsaMmn BO BCeit Balle obnayHoi cpege.

PaunoHann3upymTe U HTErpUPYyMTE NPOLIECCHI
pa3paboTkn be3onacHbIX peLleHnm

Jlerko vHTerpupyiTe cpeacTsa 3almnTsl 1 KOHTPoNA B Bawu nHctpymerTsl CI/CD (Continuous Integration/
Continuous Delivery, HenpepblBHas HTerpaumvsa/HenpepbiBHoe passepToiBaHue), Takme kak CloudFormation
n Terraform, 4yTobbl OLEHNTE KOPPEKTHOCTHL WabNoHOB aBToMaTM3aU MK nepes passepToiBaHNEM 1 Mac-
WwTabupoBaHneM Balnx obnadrbix akTnBoB. CloudGuard no3BongeT opraHM3aunaM yCKOpPATb U NOBbIWATh
3dPEeKTUBHOCTL EeNCTBUIM Mo yKkpenneHunto obnadHon besonacHocTK, bes npobnem obecneurBath cobio-
feHne TpeboBaHWt M pa3BepThIBaTh HafeXHble Npouecchl pa3paboTku 1 skcnayaTauum.

EanHasa nnatdopma CloudGuard gnsa obecneyeHms beszonacHocTH
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kilbarmates besonacHocTb TpeboBaHuii pabounx NPUNOXEHNI yrpos
K ynpasieHuto Harpysok
COCTOSIHMEM
3aWmnThl

v CloudBots gns aBToMaTM4eckoro v
MCHpaBHEHMﬂ

MpepynpexaeHus B pealbHOM BpeMeHu CkaHupoBaHue ysa3BMMoCTE
c ncnonb3osaHmeM CloudGuard n cTOPOHHUX B KOJLe 1 KOHTEeWHepax
WHCTPYMEHTOB MHTErpaLmm Ha paHHwux aTanax Cl/CD
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OMUCAHUE APTUKYN

Posture Management, Network Security u IAM Safety,

100 akTvB0B Ha 3 roga CP-CGD9-CNX-100-3Y

Posture Management u Network Security,

100 akTuBoB Ha 3 roa CP-CGD9-CNP-100-3Y

Posture Management, Network Security u IAM Safety,

100 akTiBoB Ha 2 rojja CP-CGD9-CNX-100-2Y

Posture Management u Network Security,

100 akTuBOB Ha 2 roa CP-CGD9-CNP-100-2Y

Posture Management, Network Security u IAM Safety,

CP-CGD9-CNX-100-1Y
100 akTuBoB Ha 1 rop,

Posture Management u Network Security,

CP-CGD9-CNP-100-1Y
100 akTvBoB Ha 1 rog

5 Ha'Solelim Street, Tel Aviv 67897, Israel | Ten.: 972-3-753-4555 | ®akc: 972-3-624-1100 | InexkTpoHHas nouTa: info@checkpoint.com

Check Point Software Technologies (Russia) 000

109544, MockBa, bynbBap 3HTy3unacToB, 2, [lenoBoi ueHTp «longeH lent»

Ten./bakc: +7 495 967 7444 o www.checkpoint.com/ru  3a. noyTa: Russia@checkpoint.com

© 2021 Check Point Software Technologies Ltd. Bce npaBa 3awuieHsi.




